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Classic rulesClassic rules

�� PasswordsPasswords
�� encryptedencrypted

�� Min. length & case sensitive & unusual Min. length & case sensitive & unusual 
�� Dictionary attackDictionary attack

�� SniffersSniffers
�� MenMen

�� TrojanTrojan

�� NetworkNetwork

�� Not limited to Microsoft!Not limited to Microsoft!



ASP .NET FeaturesASP .NET Features

�� AuthenticationAuthentication
�� IIS, ASP.NETIIS, ASP.NET

�� ASP.NET: Forms, Windows, Passport, Default, ASP.NET: Forms, Windows, Passport, Default, 
and Customand Custom

�� AuthorizationAuthorization
�� Access to Directories, FilesAccess to Directories, Files

�� RoleRole --Based SecurityBased Security
�� if User.if User. IsInRoleIsInRole ("Admin")("Admin")

�� Impersonation Impersonation 
�� Code and UserCode and User



AuthenticationAuthentication

�� ASP.NET is an ISAPI extensionASP.NET is an ISAPI extension
�� Only receives requests for mapped contentOnly receives requests for mapped content

�� Windows Authentication (via IIS)Windows Authentication (via IIS)
�� Basic, Digest, NTLM, Kerberos, Certificate SupportBasic, Digest, NTLM, Kerberos, Certificate Support

�� Leverages platform authenticationLeverages platform authentication

�� FormsForms --based (Cookie) Authenticationbased (Cookie) Authentication
�� Application credential verificationApplication credential verification

�� Supports MicrosoftSupports Microsoft ®® Passport AuthenticationPassport Authentication

�� Custom AuthenticationCustom Authentication



FormsForms --Based AuthenticationBased Authentication

�� Easy to implementEasy to implement
�� ASP.NET provides redirectionASP.NET provides redirection

�� StepsSteps
�� Configure IIS to allow anonymous users Configure IIS to allow anonymous users 

(typically)(typically)

�� Configure ASP.NET cookie authenticationConfigure ASP.NET cookie authentication

�� Write your login pageWrite your login page

�� Secures not allSecures not all
�� Only Files with named extensionsOnly Files with named extensions



Forms Auth ConfigurationForms Auth Configuration

<authentication mode= "Forms"><authentication mode= "Forms">
<forms <forms 

name=".ASPXAUTH"    name=".ASPXAUTH"    
loginUrlloginUrl ="login.="login. aspxaspx " " 
protection="all"  protection="all"  
timeout="30" timeout="30" 
path="/" path="/" 

/>/>
</authentication></authentication>



RiskRisk

�� Authentication DataAuthentication Data
�� UsernameUsername

�� Shown in web pagesShown in web pages

�� PasswordPassword

�� Authentication FlowAuthentication Flow
�� HTTP is clear textHTTP is clear text

�� use SSLuse SSL

�� ASP.NET to Database is clear textASP.NET to Database is clear text
�� Store hashed passwordsStore hashed passwords



ShowShow



Risk Risk CookielessCookieless

�� Sends Session ID in Query StringSends Session ID in Query String

�� Web.Web.ConfigConfig
�� <<sessionStatesessionState cookielesscookieless =“true“=“true“

�� Session lives 20 minutesSession lives 20 minutes
�� From last activityFrom last activity

�� Attach on SessionAttach on Session
�� public terminalpublic terminal

�� SnifferSniffer

�� Also for HTTP Headers and CookiesAlso for HTTP Headers and Cookies
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ConfigConfig TopicsTopics

�� Machine.Machine. configconfig
�� System.Web.System.Web. HttpForbiddenHandlerHttpForbiddenHandler

�� <<processModelprocessModel
�� userNameuserName =“machine"=“machine"

�� Web.Web.ConfigConfig
�� <<customErrorscustomErrors mode="On" />mode="On" />

�� Encrypt Connection Strings Encrypt Connection Strings 

�� HttpOnlyHttpOnly
�� Client side scriptClient side script



ShowShow



SQL InjectionSQL Injection

�� How Web pages works?How Web pages works?

�� INPUT rendered from Textbox Web INPUT rendered from Textbox Web 
ControlControl

�� Query StringQuery String

�� Use values Use values concatconcat a SQL commanda SQL command
�� Search knowledge baseSearch knowledge base

�� Paged results Paged results 

�� Look for specific recordLook for specific record
�� User credentialsUser credentials



What really exists!What really exists!

�� DON’T DON’T LIKELIKE
�� More comfort for the userMore comfort for the user

�� Hacker types: %Hacker types: %

�� User authentication!User authentication!

string string sqlsql = "select * from KB where = "select * from KB where 

content like '" + search.Text + "' content like '" + search.Text + "' 

string string sqlsql = "select * from KB where = "select * from KB where 

content like '%' content like '%' 



SQL Injection AttackSQL Injection Attack
�� Developer Developer concateconcate SQL statementsSQL statements

�� Hacker types: ‘ or 1=1 Hacker types: ‘ or 1=1 ----‘‘

�� Result is the first database entryResult is the first database entry
�� Maybe the AdminMaybe the Admin

string string sqlsql = "select * from Users where = "select * from Users where 
user ='" + User.Text + "' user ='" + User.Text + "' 
and and pwdpwd='" + Password.Text + "'"='" + Password.Text + "'"

string string sqlsql = "select * from Users where = "select * from Users where 
user =user = ' ' ' ' or 1=1 or 1=1 ---- ' and ' and pwdpwd=='''' ""
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SQL Injection AttackSQL Injection Attack
�� Take over controlTake over control

�� User types: ; User types: ; xpxp __cmdshellcmdshell 'format  c: /q 'format  c: /q 
/yes '; drop database /yes '; drop database myDBmyDB ; ; ----

�� Result: Hacker can do everythingResult: Hacker can do everything
�� SQL process runs with system privilegesSQL process runs with system privileges

select * from select * from tabelletabelle where id=1;where id=1;
xpxp __cmdshellcmdshell 'format  c: /q /yes ';'format  c: /q /yes ';

drop database drop database myDBmyDB; ; ----



SQL Injection AttackSQL Injection Attack
�� Never use “Never use “ sasa””

�� Default blank passwordDefault blank password

�� Hacker knows a lot about Hacker knows a lot about sasa

�� Trusted SecurityTrusted Security

�� Application userApplication user
�� Only with needed access rightsOnly with needed access rights

�� Storing Connection StringsStoring Connection Strings
�� Web.Web.ConfigConfig

�� Hashed not clear textHashed not clear text

�� error case source code is often visibleerror case source code is often visible



Best TipBest Tip

�� Use parameterized SelectUse parameterized Select

�� Use Stored ProceduresUse Stored Procedures

�� Cookie & URL InjectionCookie & URL Injection

sqlsql = "select * from Users where = "select * from Users where 
user = @user and user = @user and pwdpwd = @= @pwdpwd";";

SqlCommandSqlCommand cmdcmd = new = new SqlCommandSqlCommand(( sqlsql ,con);,con);
cmdcmd.Parameters.Add("@user",User.Text);.Parameters.Add("@user",User.Text);
cmdcmd.Parameters.Add("@.Parameters.Add("@ pwdpwd",Password.Text);",Password.Text);
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Cross siteCross site --scriptingscripting

�� User Input is stored in DatabaseUser Input is stored in Database

�� Database content is presented Database content is presented 

�� Injection ofInjection of
�� HTML codeHTML code

�� JScriptJScript codecode

�� A different denial of serviceA different denial of service

�� Redirect the user to dialer pageRedirect the user to dialer page
<script language=Jscript><script language=Jscript>
window.navigate('net.window.navigate('net. htmhtm ');</script>');</script>

<script><script>



Cross siteCross site --scriptingscripting

�� Don’t trust the userDon’t trust the user
�� Use Use validatorsvalidators controlscontrols

�� Use Use regexpregexp
�� Remove: < > " ' % ; ) ( & + Remove: < > " ' % ; ) ( & + --

�� Check for the lengthCheck for the length

�� Use Server.Use Server. HtmlEncodeHtmlEncode

�� .NET 1.1 .NET 1.1 
�� Default no HTML code in TextboxesDefault no HTML code in Textboxes

�� Page Page AttributAttribut ValidateRequestValidateRequest =false=false



HTTP HarvestingHTTP Harvesting

�� Database driven websitesDatabase driven websites

�� Display result based on Display result based on 
�� Text Input, Text Input, QuerystringQuerystring , Cookie, Cookie

�� Special type of SQL query languageSpecial type of SQL query language

�� DatagridDatagrid list with detail linklist with detail link
�� Detail.Detail. aspxaspx ?id=1?id=1

�� Session attaching+ Session attaching+ pagelinkpagelink

�� Email address for spammerEmail address for spammer



Prevent HTTP harvestingPrevent HTTP harvesting

�� Encrypt Encrypt querystringsquerystrings

�� Combine user input with textboxesCombine user input with textboxes

�� Use Jscript to write the dataUse Jscript to write the data

�� Draw the dataDraw the data
�� System.drawingSystem.drawing

�� Monitor the web usageMonitor the web usage

�� Third party reviewThird party review



CanonicalizationCanonicalization

�� Character Sets URL, Character Sets URL, QuerystringQuerystring , , 
FilenameFilename
�� %20=“ “%20=“ “

�� IP Address as decimalIP Address as decimal

�� Compare values Compare values 
�� HTMLDecodeHTMLDecode



Much more…Much more…



ArchitectureArchitecture

�� Operation SystemOperation System
�� Reduce the rights of accountsReduce the rights of accounts

�� Never use Admin RightsNever use Admin Rights

�� Switch of unused services and portsSwitch of unused services and ports

�� Web FarmWeb Farm
�� Use Use ipsecipsec to encrypt traffic to encrypt traffic 

�� Between SQL Server and Web ApplicationBetween SQL Server and Web Application
�� Session ManagementSession Management

�� IP restrictionsIP restrictions

�� Change common used thingsChange common used things
�� Directories, users, pathDirectories, users, path



ToolsTools

�� Microsoft Baseline Security Analyzer Microsoft Baseline Security Analyzer 
1.21.2
�� Scan network or localScan network or local

�� Scan installed updatesScan installed updates

�� Scan wellScan well --known issuesknown issues



How to be secureHow to be secure

�� Don't believe in 100 %Don't believe in 100 %

�� Evaluate the riskEvaluate the risk
�� Risk of attackRisk of attack

�� Damage resultDamage result

�� Train everybodyTrain everybody
�� Architects, Developer, User, AdministratorArchitects, Developer, User, Administrator

�� ReviewReview
�� Code and user interfaceCode and user interface
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Security begins in mindSecurity begins in mind



HinweiseHinweise

�� AboAbo AngebotAngebot ASP.NET professionalASP.NET professional
�� 24 Euro 24 Euro stattstatt 36 ( 36 ( hierhier und und jetztjetzt ))

�� ASPASP--KonferenzKonferenz
�� 14.14.--15 15 JuniJuni BurghausenBurghausen

�� DevTrainDevTrain CampCamp
�� 5 5 TageTage –– 50 h 50 h -- .NET 29.03.NET 29.03--02.04 02.04 

BurghausenBurghausen

�� DevTrainDevTrain .de.de
�� KostenfreiesKostenfreies Community PortalCommunity Portal


