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Classic rules

Passwords
encrypted

Min. length & case sensitive & unusual
Dictionary attack

STTIEIES
Men
Trojan
Network

Not limited to Microsoft!




ASP .NET Features

Authentication

1S, ASP.NET

ASP.NET: Forms, Windows, Passport, Default,
and Custom

Authorization
Access to Directories, Files

Role -Based Security
If User. IsInRole ("Admin")

Impersonation
Code and User




ASP.NET I arn I1SAP] extension

Only recelves requests for mapped content

\

Wincdows Autneniication (via l19)
Basic, Digest, NTLM, ¥erberos, Certificaie Support
Leverages platforrn auinentcaiorn
Forms -pased (Cookie) Autnenticaiion
Application credential verificailor

.

sSupporis Microsoft  ® Passport Autnenticaiion
Custorn Auinentcailor)
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Forms -Basecd Authentication

Easy o rmplernent
ASP.NET provides redireciion

ifigure 115 to allow anonyrnous users
Dically)
\,onngure ASP.NET coorle autnentcatiorn

Wrlte your login page
Secures not all

Only Flles wiin narned exiensions



Forms Autn Conflguration

r

<zltnentication rmode= "Forrns">

<forms
narne=" AP,/ AUTH"
loginUrl  ="login.  aspa”
proteciion="all"
tirneout="30"
pain="/"
/>

</lautneantication>
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Shov\m ir wen pages

Password
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RIsk Cooxleless

Sernds Sess)
Web. Cornfly
<sessionState cookieles
Sesslorn lives 20 minuies
Fror last activity
Attaicrn on Session
ouplic terrninzl
Sriffer
Also for FITTP rleaders

lor 1D 1 Query Siring
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Conflg Topics

Macrine. conflg
systern.Wep. rlitpForoiddenrlancdler

Lseriarne =“rnacnina"
Weo, Conﬂg
custornErrors  rnocde="0On" />

Encrypt Connecilon Sirings
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QL Injection

rlow Wen pages worrs?

NP Urrem clered frorn Texioox Wen
Control
COlery siring

Use values concat a SOL cornmerd
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Search knowledge pas

N

Paged resulis

Loor for speclfic record

User credentals



DON'T LI E
More cornfort for the user

siring  sql ="select * frorm ¥.B wnere

111

content like " -+ search. Text -+

siring sl ="select * frorm ¥.B wrere

1



SOL Injection Attack

Developer concaie SOL staiements

siring sl ="select * frorn Users wrnere
User ="+ User. Texi + "

111 | 11111

anc  pwd=" -+ Password. Text +
]

siring sl ="select * frorn Users wrnere
or =1 - "and  pwd=

11 11

result Is the first database eniry

Mayoe ine Adrmir)



SNow



SOL Injection Attack

Talke over conirol
0 _crmdsnell ‘format c: /g
izoase  mybs ;-

select * fror izioelle
A0 crndsnell  Cformat ¢/ fyes
cdrop datapase myDg -

ResUlt: Flaciker can do everyth]ng
sysierrn orivileges
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SOL process runs wiir
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Default olany password
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cl Security
Apolicaiion user
Only wiir needed zacces
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Storlng Cornnectlon Sirngs

Wen, Conilg

Flasrned not clear tex

.

often vislole



Use pararmeierized Select
sl ="select * frorm Users where
User = @user and owd = @pwd™

sqlCornrnzand crnd =new  SclCornrnancd( s
crnd.Pararmneters. Add (M @user”, User. Texi);

,COr);

crncl.Pararneters. Add (e pwd”, Password. Text);
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SNow
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Hedirectine | 1581‘ JJaJer nage

<scrigt language

window.navigai e( nirn'):</script>



Remove:<=>""%:)( &+ -
Criecy for tne lengirn

Use Server, HlimlEncocle

Default no HTML cocdea In Textooxes

Page Atiriout ValidateRequest =false



Datapase drivern weosiies
Display result pased o
Text Input, Querysiring , Cooxie

Spec]al 'type Of S\gl_ cLiery Jrlrul a1g)e
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Sesslon attaching+  pagealing
Errnell rlrlrl ress for sparnrmer



Prevent FITTP narvesting

Ercrypt querysirings
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Cormnplne user JfJOllr WItr) texinoxes

Use Jscrigt to wrlie tne cata
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Dreay zhe d
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sSystern.drawing
Monlior the weo usage
Third party review
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anonicalization

Crnearacier Seis URL,
Fllaenarne
%20:55 54



Mlucn more...
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LIS rnin Rignis
switcn of unused services and ports
Wen Farmm
lpsec to encrypt iraffic
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Chnarnge cormnrmorn used things



[00]s
Microsoft Baseline Security Analyzer
scarn network or local

Scarl Installed updaies

Scan well -knowr 1ssues



Flow to pe secur

Don't pelieve in 100 %
=veallzate tne ris
Risi of aftack
Darnage result

Traln everyoody

n/\

U)

Arcniliecis, Develoger, User, Adrminisirator

Heaviaw
Code and user Interfac
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Security begins in mind

© 2004 ppedv AG. All rights reserved.




Hinwelse

ADo Angeoot ASP.NET professionzl

22 Euro statt 36 (nier und jeizi)
ASP-ronferenz

14.-15 Juni Burgnauser
DevTraln Carng
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